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NO.1 In which two ways does a transparent mode FortiMail use the build-it MTA to process email?
(Choose two.)

A. The built-in MTA must connect to an external relay host to deliver email.

B. It ignores the destination set by the sender and uses its own MX record lookup.

C. MUAs must be configured to connect to the built-in MTAto send email.

D. It can queue undeliverable messages and generate DSNs.

Answer: BD

Explanation:

It ignores the destination set by the sender and uses its own MX record lookup.

In transparent mode FortiMail intercepts mail and then its built-in MTA performs an MX lookup on
the recipient domain rather than trusting the original destination hop.

It can queue undeliverable messages and generate DSNs.

The built-in MTA maintains delivery queues and produces Delivery Status Notifications when
downstream delivery fails.

NO.2 Refer to the exhibit, which shows a few lines of FortiMail logs.

Encryption Log Search Task Cross search result: 289Bw5Qf001753 Ei

Export =

Message
STARTTLS =server. relay=extsrv [100.64,1,99] version=TLSv1.3, verify=OK. cpher=TLS_AES 256 GCM _SHA384, bits=256/256
from= <extuser@externallab>, slze=561, class=0, nrcpts= 1. msgld =< 20220909045805.2894w5|b001685@external lab>, proto=ESMTP daemon=SMTP_MTA, relay=extsrv|100.64.1.99)

to=<user 1@internal.lab >, delay=00:00:30. xdelay=00:00:30. mailer=esmtp, pri= 120561, relay= 10.0.1.99). dsn=4.0.0, stat=Deferred: Connection timed out with internallab

Based on these log entries, which two statements describe the operational status of this FortiMail
device? (Choose two.)

A. FortiMail is experiencing issues accepting the connection from the external.labMTA.

B. The FortiMail device is in server mode.

C. The FortiMail device is in gateway or transparent mode.

D. FortiMail is experiencing issues delivering the email to the internal.labMTA.

Answer: CD

Explanation:

The FortiMail device is in gateway or transparent mode.

The log shows FortiMail accepting mail from an external MTA (acting as a proxy) and then relaying it
on to an internal MTA at 10.0.1.99, which is characteristic of gateway/transparent operation.
FortiMail is experiencing issues delivering the email to the internal.lab MTA.

The final log entry shows stat=Deferred: Connection timed out with internal.lab., indicating FortiMail
successfully received the message but is unable to complete delivery to the downstream internal
server.

NO.3 Which two antispam techniques query FortiGuard for rating information? (Choose two.)
A. IP reputation

B. URL filter

C. SURBL

D. DNSBL
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Answer: AB

Explanation:

URL filter: Queries FortiGuard's constantly updated web-rating database to check URLs in messages.
IP reputation: Uses FortiGuard's reputation service to look up sender IP addresses.

NO.4 When the domain keys identified mail (DKIM) feature is used, where is the public key stored?
A. The public key is stored in a DNS server as a TXT record

B. The public key is distributed during the SMTP session establishment

C. The public key is stored in the local FortiMail flash memory

D. The public key is stored in a DNS server as a PTR record

Answer: A

Explanation:

DKIM uses a public key published in DNS as a TXT record so receiving servers can verify message
signatures.

NO.5 When configuring a FortiMail HA group consisting of different models, which two statements
are true? (Choose two.)

A. All units must have the same firmware.

B. Configurations will not synchronize between different model types.

C. The most powerful model must be configured as the primary unit.

D. Group capacity is limited to the least powerful model.

Answer: AD

Explanation:

All units must have the same firmware. FortiMail HA peers require identical software versions to
synchronize configuration and state.

Group capacity is limited to the least powerful model. In a mixed-model HA cluster, overall
throughput and connection limits are constrained by the smallest (lowest-spec) unit.

NO.6 What are two benefits of enabling the header manipulation feature? (Choose two.)
A. It hides internal network information

B. It reduces overall message size by removing header content

C. It detects common spamming techniques

D. It detects spoofed SMTP header addresses

Answer: AB

Explanation:

Header manipulation can remove or rewrite sensitive headers, hiding internal infrastructure details
and reducing message size.
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