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QUESTION NO: 1

BEIZADVPNA' SR EE TV S SD-WAN MAROZ (CADVPN

202 ETBDEVIREN HVNET, D> FJATADVPN
20ZEEFTRICRESTRELIVWTLLSA?

A.N7 LD IPsec NoRILBREEFHLET,

B.725>F M SD-WAN BREEFHL 7,

C.7Z5VFEDIPsec NOXRIBREEHLET,

D. BE%F ™ ADVPN R ZHIFRL . ADVPN 2.0 ZBEL £7,

Answer: A

Explanation:

To implement ADVPN 2.0 on an existing ADVPN topology, you only need to update the
IPsec tunnel configuration on the hub to support the enhanced capabilities. Branch
configurations remain unchanged.

QUESTION NO: 2

MMIERZSRL TS EETV, MIEBICIE,. Branch IPsec

1&Branch_IPsec 22 E& T 520NIPsecT V7 L— K RENTVWET, T 7L —b
FEVPNR > ZIILEZEZLTVWET, EEEN2DBODT 7L —N%ZFortiGateT/N 1 AIZE|
WETERSELEEE CFortiManagerlC R RENLEIT— XAV E—TJERENTVET, [
EORERZHRELLSRLTVDDRENTTH, ?
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IPsec template for Branch_IPsec_1

IPsec Template - Branch_IPsec_1
Name
Description
& Create New [5 it B Le ' § Morewv |
0O Names Type = Outgoing Interface =
0 HUB1-VPN1 Static $(1SP1)

IPsec template for Branch_IPsec_2
IPsec Template - Branch_IPsec_2

Name

Description

I # Create New | [ Edit i Delet $ Morew .

O Names Type Outgoing Interface =
0 HUB1-VPN2 Static $(15P2)

Error message in FortiManager

nvalid template assignment - conflichng template assignment scope: device branch1_fgt, vdom root

o ipsec template [Branch |Psec 1] and [Branch IPsec 2]

A. & FortiGate /N4 AlZlE. RORIL BATHFBNTHDTTL—NE 1
DEFEIHTDENTEEXRT,

B. & FortiGate /N1 AICEIV H TR N TED IPsec T 7L—KNE12EFTT,
C. rootVDOM ICEEEE N TWVWD KRR D branch1_fgt SREZ R TIHLEN HVYET,
D.EHAEDTVTL—KRTRAUEBAIVEA—TIA RAZFERTIHEN BYVET,
Answer: B

Explanation:
FortiManager allows only one IPsec template to be assigned per FortiGate device. The error
indicates a conflicting template assignment, meaning assigning both Branch_IPsec_1 and
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Branch_IPsec_2 to the same device (branch1_fgt) is not permitted.

QUESTION NO: 3
RaSBLTLKEETV, EEBENFortiGate L MSD-

WANDO RS TN 1—FT 12T %&T>TWVWET, branch1_fgtOERIZH ST /N1 AH10.0.
0.08FY NID—IOANDKRT T4V IZERKLET,

EEEF, NZT74 YUK SD-WANIL—JLID1IC—3L . HUB1-VPN1
BEATIL—FTA 03 2BELTVET,

EEL, RS 71490 HUBI-VPN3BHTIL—FT 1 0chhExd,
BRICRENTVDIHAICEOVWT, BT E-EEZHBETES 2 DOERH
(BRIELFEAEDE)FENTTHL, 2 DBIRLTLSEETL, )

Diagnose output

fgt_A # diagnose sys sdwan serviced

Service (1) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut

Tie break: cfg

Shortcut priority: 2

Gen(8), TOS(0x0/0x0), Protocol(0): src(l->65535), Mode(sla), sla-compare-order

Members (3) :
1: Seq_num(4 HUB1-VEN1l HUBl), alive, sla(0xl), gid(0), cfg_order(0), local cost(0), selected
2: Seq_num(6é HUB1-VPN3 HUBl), alive, sla(0xl), gid(0), cfg _order(l), local cost(0), selected
3: Seq num(5 HUB1-VPNZ HUB1), alive, sla(0xl1), gid(0), cfg_order(2), local cost(0), selected

Src address(1l):
10.0.1.0-10.0.1.255

fgt A # diagnose sys sdwan member | grep HUB1

Member (4) : transport-group: 0, interface: HUB1-VPN1l, flags=0xd may_child, gateway: 100.64.1.1, peer:
192.168.1.29, source 192.168.1.1, priority: 15 1024, weight: 0

Member (5) : transport-group: 0, interface: HUB1-VPN2, flags=0Oxd may_child, gateway: 100.64.1.9, peer:
192.168.1.61, source 192.168.1.33, priority: 10 1024, weight: 0

Member (6) : transport-group: 0, interface: HUB1-VPN3, flags=0xd may child, gateway: 172.16.1.5, peer:
192.168.1.93, source 192.168.1.65, priority: 1 1024, weight: 0

fgt_A # get router info routing-table all | grep HUB1

s 10.0.0.0/8 [10/0] wvia HUB1-VPN3 tunnel 172.16.1.5, [1/0]
B 10.0.3.0/24 [200/0] via 192.168.1.2 [3] (recursive is directly connected, HUB1-VEN1), 04:11:41,
[1/0]

[200/0] via 192.168.1.34 [3] (recursive is directly connected, HUB1-VPN2), 04:11:41,
[1/0]
B 10.1.0.0/24 [200/0] wvia 152.168.1.29 (recursive wvia HUB1-VPN1 tunnel 100.64.1.1), 04:11:42. [1/0]

[200/0) via 192.168.1.61 (recursive via HUB1-VPN2 tunnel 100.64.1.9), 04:11:42. [1/0]
[200/0] wvia 192.168.1.93 (recursive via HUB1-VPN3 tunnel 172.16.1.5), 04:11:42. [1/0]

A. HUB1-VPN3D X N—#EBREBEEIFHUB1-VPN1&L V) EF L
B.NZT714v Uk, HUB1-

VPN3ZEET/NAAELTRELEBEOR)S —IL—NE—BLET,

C. HUB1-VPN1ICEBEANDEMNBZEIL—RIFH Y EEA

D. HUB1-VPN3 @ J)L— M E X EEIE HUB1-VPN1 & V) £K< (BEEHN L)
BO2TVWET,

Answer: BC

Explanation:
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Key Routing Principles

1. SD-WAN rules are policy routes
2. Regular policy routes have precedence over SD-WAN rules

3. Route lookup is done for new and dirty sessions
+ For original and reply traffic
* Includes policy route lookup

4. SD-WAN rules are skipped if:
« Best route to destination isn’t an SD-WWAN member
= None of the members have a valid route to destination
« |f the preferred member doesn't have a valid route to destination, the next member in the rule is checked
5. Implicit SD-WAN rule equals standard forwarding information base (FIB) lookup
+ If lookup matches ECMP routes, traffic is load balanced using the configured algorithm

F::RTINET

Training Institute

QUESTION NO: 4

FortiGate i ABRETHBL TLVET, WANUVOFERAZHEILL, TRtZzOmLEE
BB, SD-WANZEBMLL THRELFT.
COBREH7OLAO—RELTAZITOXBENHYETH?

A.)L—T 1> J#BBT SD-WAN

XVN—ELTHEATNDA DV E—TIAANODSRBEZEEHRAET,

B.SD-WAN ZA4 > AZBALTA2ARN=)LL, FortiGate /N1 AZBEEBL &7,
C.77AF7#—)L RJ>—T SD-WAN

XVN—ELTEAZTNDA DV E—TIAANDSREZEEBRAET,

D. SD-WAN XU N—ELTHERTRIA A7 I—AZEMILET,

Answer: A

Explanation:

When you enable SD-WAN and add interfaces as SD-WAN members, those interfaces are
no longer referenced directly in routing. You must replace routing configuration references
(e.g., static routes, policy routes) with the SD-WAN zone. Firewall policies, however, can still
point to the SD-WAN zone without requiring replacement of individual member interfaces.

QUESTION NO: 5

RIERESEL TS EE Y, FortiManager2 AL T/ S FF/V4 ADEE & SD-
WANT > 7' L—KROREZTV., ITHPMAI—H—@FICZALINAI O EZ—FKYNTIOEA
(DIA) ZE&EL XL 1=,

2oT. TNTOO—NAL AN I—H—CHLTEF 1T 12 8—% Y N TO+12R (SIA)
ZEHAL, 2EBEBHORICRTKDICTT7ATIF—I RV —%ZRETHIHLENf HYVET,
TOE, AVAMN =LA —REFHALTTZOFFNARICREERV =N 5=
ZA2ARN=ITBE, FortiManagerF3FB ORICTRTRIICIZ—Z8HEL £I, Forti
Manager’ 7 S FICRKRERA VAR TERAN > FERAEZHAITIEREIENTTH ?
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SD-WAN template on FortiManager

Name < Assigned to Device/Group < Interface ¢

2 Devices in Total View Detalls >

(@l port1
4 branch1_fgt [root] @ port2
4 branch2_fgt [root]

branches

Firewall policies

®FTP - :
2 sa SN D@potl = iANnet =al Baways WHITP v Accept B N nepecton
3 default
3 DIA COLAN Qunderlay = LAN-IT cal @malways WALL « Accept E]ge?rﬁgate-l,,.
LJaerau
FortiManager error message
Install Wizard - Validate Devices(branches_pp)(3/4) N K

A Task finished with errors.

Instaliation Preparation Totat /3. @ Success 1/ Warnig 0.Q Eror 2 OB Show Detalls QD

vInterface Validation
v Policy and Object Validation
+ Ready to Install

(0] Cs f - Qa ,*

[} Device Name ¢ Status 3 Action = u
O + branch1_fgt ® Copy Failed Log

0O +branch2_fgt ® Copy Failed Log

A.SIARNTT74Y 9% VPN RRIICEBTIHEN HVET,

B.SD-WAN V—2%Z2RI2T77A4TI4—)L
RIVD—ZBAVARN—ILNTRIERETEREREA,

C.SD-WAN X N—%ZSBIDTF7ATI4x—)

RV —ZAARN—ILTBRERFTEEREA,
D.EIUFNAAICSIAIL=INEDAL—INZLAZVAR=ITRDELERETEXEA,
Answer: C

Explanation:

In FortiManager, firewall policies must reference SD-WAN zones, not individual SD-WAN
members (interfaces like port1 or port2). The SIA rule incorrectly references port1, which is a
member - not a zone - causing the installation failure during validation.
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QUESTION NO: 6

SD-WAN FA—=/N—L 457> 7L —KNI&, SD-WAN EADEfFIZKIBEET., SD-WAN
F—=—N—=LATUTL—RNIE>TETENBDRIAVERTITBRICE, EBENRTEDOA
ARVZVK DN RITITRIHLENHBYET,

RITRICMVTERITITDXEN HD 2 DOXEZAVRMATIA? (2 2BERLTKEEY)
A.SD-WAN F—/N\—L A4 7 7L —RMIC k2 THERE N A —/N—L A
RZRILENLEL—T1TZBRLET,

B.RUI—NvT—%ERL, T7530F FNAARICEN) HTET,

CENT FNARAINT DXETF—2ER=E)HETET,

D. SD-WANL—/LZ 8K T %

E.ETFNAR(TZFENT ) IC sdwan_id XX F—XERZEV)LHTET,
Answer: BD

Explanation:

On page 76 in the Study Guide:

"You must define a unique branch ID value for each branch device"

"Mandatory . . .

- Configure the SD-WAN rules by editing the SD-WAN template

- Create policy packages for branch and hub devices"

QUESTION NO: 7

RAERESBLTLKEETY, EEXNKFortiGateF/NA ADA > Z—7 T —ADFHM. BH
IL—RERE, 77A4TF70A=IRI—HFRRENET,

A2 BZ—T7 T4 RAport1 & port2 ZEE, Underlay E VS ZRIOF L L' SD-WAN
V—2%ZHRELET,

HBEORVOITEIFMATL &SH?

FCSS_SDW_AR-7.4-JPN exam braindumps, FCSS_SDW_AR-7.4-JPN exam question, FCSS_SDW_AR-7.4-JPN guide tor
https://www.pdfvce.com/Fortinet/FCSS_SDW_AR-7.4-JPN-exam-pdf-dumps.html



https://www.pdfvce.com/Fortinet/FCSS_SDW_AR-7.4-JPN-exam-pdf-dumps.html

-CSS_SDW_AR-7.4-JPN Exam Prep and FCSS_SDW_AR-7.4-JPN Test Dumps - FCSS_SDW_AR-7.4-JPN Exam Question - PDFVCE

Interface details

Name % Type = Members = IP/Netmask =
B 3 Physical Interface (K - .
[F port [ Physical Interface 192.2.0.1/255.255.255.248
[# port2 ™ Physical Interface 192.2.0.9/255 255 255 248
[ port3 [ Physical Interface 0.0.0.0/0.0.0.0
# portd ™ Physical Interface 172.16.0.1/255.255.255.248
[# portd ™ Physical Interface 10.0.1.254/255.255.255.0
[#] port6 [ Physical Interface 0.0.0.0/0.0.0.0
[# port7 ™ Physical Interface 0.0.0.0/0.0.0.0
[® portd ™ Physical Interface 0.0.0.0/0.0.0.0
[ port9 ™ Physical Interface 0.0.0.0/0.0.0.0
® port10 ™ Physical Interface 192.168.0.31/255.255.255.0
T_shop_1(port9) # Physical interface 000.0/0000
E @ SD-WAN Zone @
% HUB1 & SD-WAN Zone = HUB1-VPN1 0.0.0.0/0.0.0.0
@ HUB1-VPN2
= HUB1-VPN3
% Test % SD-WAN Zone [# port2 0.0.0.0/0.0.0.0
& virtualwan-iink % SD-WAN Zone 0.0.0.0/0.0.0.0
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Static route details

Destination ¢ GatewayIlP <  Interface = Status =
192.1668.1.0/24 019220254 [ port1 @ Enabled
168.1.1.0/24 192204 i port1 @ Enabled

Firewall policies on managed FortiGate

Policy From To Source Destination Service
[1 Corp(d port1 ort5 Iy Corp-net 7Y | AN-net @HTTP

p(d) [ [ p 3 Corp-ne [ 4] ne i
(1 DIA(1) [#] portd [ port1 LAN-net all @ALL

A. R—RN1ZSD-WANX > N—EULTERLET,

B. Y/ —HNZHIBRLE T,

C.SD-WAN V—> TAKNZHIRRLE T,

D. 77AT7J#—)L RU>—ZHIKRLET,

Answer: C

Explanation:

In the exhibits, port2 is already assigned to the SD-WAN zone named Test. An interface can
only belong to a single SD-WAN zone, so before you can add both port1 and port2 into the
new SD- WAN zone Underlay, you must first delete the SD-WAN Zone Test to free port2.

QUESTION NO: 8

SD-WANRE D %< DFortiGateEEE EE L £F. Chs OBEED—F k. SD-
WANIZR D RS 7 4 Y V4IEICSHETT,

FortiGate A" SD-WAN L—LIZR>TRS 71V VEFETDRICRETILENHS 3
DPOBRERGFENTTA B 2BRLTLKEZW),

A T7ATIA=)R)>—

B.A>2—71—RA

CEFavuF«7O0774)

D.NZ74vo2I—EVY

ENN—TFT1>2T

Answer: ABE

Explanation:

Interfaces must be defined and added as SD-WAN members to participate in traffic steering.
Routing is required so FortiGate knows how to reach destinations through SD-WAN paths.
Firewall policies are needed to permit traffic and allow SD-WAN rules to take effect.
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